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2009 - 2013 SCADA Vulnerabilities 



Components 

Field Control Center 



Acquisition 
 
 

Convert parameters like light, temperature, pressure or flow to analog signals 



Conversion 
 

 

Converts analog and discrete measurements to digital information 



Communication 
 
  

Front end processors (FEP) and protocols 
Wired or wireless communication 

Modbus DNP 3 OPC 

ICCP ControlNet BBC 7200 

ANSI X3.28 DCP 1 Gedac 7020 

DeviceNet DH+ ProfiBus 

Tejas TRE UCA 



Presentation & Control 
 
  

Control, monitor and alarming using human machine interface (HMI) 



2013 Vulnerabilities by category 
 
 



Acquisition 
 
ςRequires physical access 
ςField equipment does not contain process information 
ςInformation like valve 16 or breaker 9B 
ςWithout process knowledge leads to nuisance 

disruption 

0% 11% 22% 66% 



Emerson ROC800 Vulnerabilities 

 
 
 

ς CVE-2013-0693: Network beacon broadcasts allows detection 
ς CVE-2013-0692: OSE Debug port service 
ς CVE-2013-0694: Hardcode accounts with passwords 
ς Access: AV:N, AC:L, Au:N 
ς Impact: C:C, I:C, A:C 

 
ς Patch available from Emerson 

 

0% 11% 22% 66% 



Siemens CP 1604 / 1616 Interface 

Card Vulnerability 

0% 11% 22% 66% 

 
 
 

ς Siemens security advisory: SSA-628113 
ς CVE- 2013-0659: Open Debugging Port in CP 1604/1616 
ς UDP port 17185 
ς Access: AV:N, AC:L, Au:N 
ς Impact: C:C, I:C, A:C 

 
ς Patch available from Siemens 

 



Communication 
 
 

0% 11% 22% 66% 


